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accompanying such products and services, if any. Nothing herein should be construed as constituting an
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Typographic Conventions

American English is the standard used in this handbook.

The following typographic conventions are also used.

Example text

Example text
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Course Overview

Unit 1:

Unit 2:

Unit 3:

Unit 4:

Unit 5:

Unit 6:

Unit 7:

Unit 8:

Introduction to SAP Enterprise Threat Detection

Lesson: Introducing SAP Enterprise Threat Detection

Technical Overview of SAP Enterprise Threat Detection

Lesson: Identifying Solution Architecture Features

Lesson: Identifying Features of the System Landscape, Sizing, and
High Availability

Lesson: Identifying High Availability and Log-Loss Prevention
Lesson: Managing Log Sources

Lesson: Installation and Configuration

Lesson: Readiness Checks and Troubleshooting

Lesson: Identifying Features of Pattern Creation

Monitoring and Reporting

Lesson: Processing Alerts
Lesson: Monitoring the System Health
Lesson: Pseudonymizing User Data

Onboarding Lifecycle Overview

Lesson: Incorporating Standard Operating Procedures
Lesson: Connecting Log Sources via Log Learning
Lesson: Business Process Threat Patterns

Good Practices Onboarding Lifecycle

Lesson: Following Best Practices

Read Access Logging and Ul Logging

Lesson: Identifying Log Sources

Custom Extensions

Lesson: Customizing Extensions

Appendix

Lesson: Installing and Configuring SAP Enterprise Threat Detection
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TARGET AUDIENCE

This course is intended for the following audiences:

Data Manager

Industry / Business Analyst Consultant
Developer IT Adminstrator IT Support
Business User

Business Analyst
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Lesson 1: Introducing SAP Enterprise Threat Detection

Lesson Obijectives
After completing this lesson, you will be able to:

« Identify the basic features of SAP Enterprise Threat Detection
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Unit 1: Introduction to SAP Enterprise Threat Detection
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‘1 1ir % Technical Overview of SAP
Enterprise Threat Detection

Lesson 1: Identifying Solution Architecture Features

Lesson Obijectives
After completing this lesson, you will be able to:

« |dentify solution architecture features

Detail the solution components

Lesson 2: Identifying Features of the System Landscape, Sizing, and
High Availability

Lesson Objectives
After completing this lesson, you will be able to:

Identify features of high availability

Lesson 3: Identifying High Availability and Log-Loss Prevention

Lesson Obijectives
After completing this lesson, you will be able to:

Identify log-loss prevention

Recognize pattern replay

Lesson 4: Managing Log Sources

Lesson Objectives
After completing this lesson, you will be able to:

Identify semantic data attributes and log events

Identify context information and pseudonymization

Lesson 5: Installation and Configuration

Lesson Objectives
After completing this lesson, you will be able to:
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Unit 2: Technical Overview of SAP Enterprise Threat Detection

» Describing Basic Components

Lesson 6: Readiness Checks and Troubleshooting

Lesson Objectives
After completing this lesson, you will be able to:

« Perform readiness checks and troubleshoot issues

Lesson 7: Identifying Features of Pattern Creation

Lesson Objectives
After completing this lesson, you will be able to:

» ldentify features of pattern creation

« Model and attack
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Lesson 1: Processing Alerts

Lesson Obijectives
After completing this lesson, you will be able to:

« Process alerts

Lesson 2: Monitoring the System Health

Lesson Objectives
After completing this lesson, you will be able to:

« Monitor the system health

« Use monitoring dashboards

Lesson 3: Pseudonymizing User Data

Lesson Objectives
After completing this lesson, you will be able to:

« Pseudonymize user data

« Ensure compliance
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Unit 3: Monitoring and Reporting
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Lesson 1: Incorporating Standard Operating Procedures

Lesson Obijectives
After completing this lesson, you will be able to:

« Incorporate Standard Operating Procedures

Lesson 2: Connecting Log Sources via Log Learning

Lesson Objectives
After completing this lesson, you will be able to:

« Connect log sources via log learning

Lesson 3: Business Process Threat Patterns

Lesson Objectives
After completing this lesson, you will be able to:

« Identify business process threat patterns
« Create and change business partners

« Identify threats in invoice payments
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Unit 4: Onboarding Lifecycle Overview
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Lesson 1: Following Best Practices

Lesson Obijectives
After completing this lesson, you will be able to:

« Follow best practices
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Unit 5: Good Practices Onboarding Lifecycle
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Lesson 1: Identifying Log Sources

Lesson Obijectives
After completing this lesson, you will be able to:

« |dentify special and important log sources
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Unit 6: Read Access Logging and Ul Logging
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Lesson 1: Customizing Extensions

Lesson Obijectives
After completing this lesson, you will be able to:

« Customize SAP Enterprise Threat Detection
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Unit 7: Custom Extensions
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Lesson 1: Installing and Configuring SAP Enterprise Threat Detection

Lesson Obijectives
After completing this lesson, you will be able to:

- Install and configure
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